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Manufacturing is currently the most attacked industry. In the manufacturing industry, various
instruments, different legacy communication protocols, and a lack of OT cybersecurity expert
have generated many vulnerabilities. How to objectively assess the cybersecurity attributes that
instruments should have became an essential issue. This paper aims to use the internationally
recognized OT cybersecurity standard IEC 62443-4-2 to discuss the cybersecurity attributes
that instruments should have. Requirements are applied to instruments to discuss the detailed
specifications under these seven fundamental requirements in IEC 62443-4-2.
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