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Information Security System Architecture
Design of the Micro-isolation Field with
the Expandable of the Semiconductor
Manufacturing Processes Obeying the IT
and OT Information Security Standards
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Information technology (IT) focuses on the general aspects of computers and networks. It is
different from operational technology (OT), which focuses on the operation and program control
aspects of the industrial control system (ICS). Once OT equipment is connected to the Internet,
the OT field will face the same information security issues as IT. Therefore, it is necessary to have
a network security function with the overall consideration of both IT and OT to ensure the safety
and accuracy of the semiconductor key process and environmental parameter data. This article
briefly introduces an ongoing research on an IT-OT micro-isolation field cybersecurity protection
framework that uses portable antivirus tools and intrusion prevention systems for malware scanning
and network access control to prevent attackers from accessing critical process parameters in
the field. The related international information security standards (such as IEC 62443 and SEMI
E187) will be incorporated to facilitate information security protection in the semiconductor
manufacturing facilities.
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root@kali-linux-2022-2: ftmp/test
File Actions Edit View Help

nfs 192.168.128.100:/home /tmp/test

Filesystem 1K-blocks Used Available Use% Mounted on
udev 949724 0 949724
tmpfs 202740 1028 201712
/dev/sda2 64237188 12128192 48813460
tmpfs 1013684 0 1013684
tmpfs 5120 0 5120
/dev/sdal 524000 160 523840
iCloud 482797652 103162560 379635092
tmpfs 202736 92 202644
192.168.128.100: /home 243749888 25562112 218187776

~

/tmp/test/

/tmp/test

[, Se o e

/tmp/test

B 11.%1®%% T A4 HPC 4% home B &HhHite & -

@ OT Defense Console a

Dashboard Visibility v Node management Logs ¥ Report Applications ¥ Administrat

Logs > Policy Enforcement Logs

Latest 5000 records ¥ Customrange ¥  2022-10-13T09:55:59Z to 2022-10-16T09:55:59Z  Add Filter (s)

Source IP address: 192.168.128.98 v b4 Clear all

Last Updated Time: 2023-02-16T10:27:11Z

AC Address  Source IP Address Source Port Destination MAC Address Destination IP Address Destination Port

17:ca 192.168.128.98 845 e4:1f:13:be:95:40 192.168.128.100 2049
17:ca 192.168.128.98 53306 e4:1f:13:be:95:40 192.168.128.100 m

17:ca 192.168.128.98 37080 e4:1f:13:be:95:40 192.168.128.100 20048
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