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This study takes the manufacturing field in the development context of Industry 4.0 as an
example and integrates key points in IEC62443 standards. We plan to build up a smart factory
based on a smart-motor-electrical platform which takes the possible security incidents in the factory
as a practical example and adopt the smart manufacturing factory of National Taipei University
of Technology as a POC site for offensive and defensive verification on information security
issues and gets the [EC62443-2-4 certification. The study includes three overall research goals:
“IT-application layer”, “CT transmission layer”, and “OT-aware layer”. This plan expects that
the sensor machine inductive sensing "OT-sensing layer” will capture and integrate the operation
information as well as production data of the factory production line, then is realized through the
“CT transmission layer” gateway according to obtained data. The heterogeneous network uploads
data to the “Edge” end of the “OT-sensing layer” for preliminary learning, analysis and control.
The “edge” end mainly works with the image and sensor information obtained through the “OT-
sensing layer” equipment. In addition, the proposed system will perform data label identification
and analysis calculations, and then transmit the analyzed model to the fog terminal platform in
the “IT-application layer” area through high-efficiency encryption and encoding. When the “Fog
End” collects the data, it will conduct further learning and integration then derive the Al decision-
making analytics. Because the manufacturing data is very precious, in the information security
part, this plan will apply chaotic encryption algorithms, 3DES and the Transport Layer security
(TLS) to ensure the security of data transmission and prevent eavesdropping and tampering when
exchanging data. Finally, the model and decision after the analysis and learning of the “fog end”
which will be updated and strengthened with the “OT-sensing layer” for the identification model
and Al decision model. The relevant control commands will be sent to the “physical” device for
relevant control. The correction of the data makes the production line optimized and most efficient,
which means that the “IT-application layer”, “CT transmission layer”, and “OT-sensing layer”

become a perfect cooperated intelligent electrical security system.
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Containers:
webapp:
Container ID: docker://59a03a50ca31a23455086b04c7d5466631dfa06b8822173c452f3b6e4542a8da
Image: zxcvbnius/docker-demo:latest
Image ID: docker-pullable://zxcvbnius/docker-demo@sha256:a3c6b9ab7356438f873f90c2af170a41cb32cadc01ab3d11f72101daa3abdf18
Port: 3000/TCP
Host port: 0/TCP
State: Running
Started: Wed, 09 Mar 2022 00:39:53-0800

Ready: True
Restart count: (0]
Liveness: http-get http://:webapp-port/ delay=15s timeout=30s period=15s #success=1 #failure=3
Environment: <none>
Mounts:
Ivar/run/secrets/kubernetes.io/serviceaccount from kube-api-access-88mvg(ro)
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Enabled _ON
Permanent lockout @ OFF
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Failure reset time @ 12 Hours v

Save Cancel
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